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Abstract: Disability and elderly people are considered special groups due to their high degree of vulnerability, and their welfare must be supported by public measures that reinforce the guarantees of their rights and freedoms. Although new technologies open up a world of possibilities in all areas of life, their use can hinder, in some cases, the development of the rights of these groups because their practice is a complex novelty, especially in the area of communication between citizens and the Public Administration. Therefore, this study focuses on the analysis of the impact of ICTs on the right to freedom of access of persons with disabilities and the elderly.
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1. INTRODUCTION

Information and Communication Technologies (ITCs) have transformed society by bringing a diversity of possibilities in all contexts of our lives (social, health, economic, etc.). They have opened up a wide range of rights for European citizens in their communications with the Public Administration since the adoption of Directive 2006/123/EC of the European Parliament and of the Council of 12 December 20062 on services in the internal market. However, this new implementation is not without its problems, and in order for it to be a reality of improvement and to maintain the right to access it, citizens must have the appropriate knowledge in its use, as well as the technical infrastructure that makes communication and access possible. It is essential that the situation of all sectors of the population, especially the most vulnerable, be taken into account in the use and exploitation of ICTs.

The need for this study is urgent in view of the development and accelerated implementation of ICTs in Public Administration in recent years, and even more so during the covid-19 pandemic, where they have been inexcusably imposed in all administrative spheres without exception. There is no doubt about the notorious digital divide that is emerging among the elderly and people with disability, as ICTs require the unavoidable existence of technological and computer resources to facilitate their use. All of the above is becoming an obstacle in the processing of situations which, a priori, were simple due to their analogue nature and which are now complex due to their need to be connected to the network, among others. This is why the digital divide that occurs in people with disabilities or the elderly is undermining their rights and freedoms and, in some cases, can even lead to marginalisation.

In Spain, Law 39/2015, of 1 October, on the Common Administrative Procedure of Public Administrations (hereinafter Law 39/2015), aims, among others, to provide a telematic channel justified through the principles of effectiveness and efficiency for citizens and companies, providing them with greater guarantees and allowing its use by individuals on a voluntary basis, respecting their freedom. However, following the covid-19 pandemic, access through this means has become general, indirectly forcing all citizens to use it as the only means of access.

In view of this situation, we propose to analyse the implementation of telematic procedures in Spain and the consequences for citizens’ rights in their telematic relations with the Public Administration; the harm caused by such requirements; and, finally, the proposals for improvement that can be offered to citizens, especially the elderly, to mitigate the effects of the digital divide.

2. METHODOLOGY

This research work is based on the study of the rights of elderly and people with disability, especially the right to freedom in the exercise of their communication and access to the Public Administration through ICTs. Firstly, we will study the right of the person and their freedom to relate to others in the way that best suits their needs and wishes. Secondly, we will study the emergence of e-Government as a consequence of good governance3, its legal regime and how its establishment has been justified as a more efficient and convenient means of communication and access to the Administration.

This will be followed by an analysis of the advantages and disadvantages of its use and how it affects both positively and negatively the elderly and people with disability. It will also provide an overview of the situation of ICTs use in e-governance. And to conclude this work, an analysis will be made by way of conclusions, incorporating a list of proposals for improvement with the aim of providing practical and simple solutions to eliminate the digital divide.

3. THE RIGHT TO LIBERTY OF ELDERLY AND PEOPLE WITH DISABILITY IN THEIR RELATIONSHIP WITH THE ADMINISTRATION: HISTORICAL DEVELOPMENTS

Freedom and good governance are an inexcusable binomial in a social and democratic State governed by the rule of law (article 1 of the Spanish Constitution). For this reason, both the recognition of freedom and that of good governance have been introduced as necessary in society through international instruments for decades, and are now of great legal relevance.

Given the above premises, the freedom of elderly and people with disability must be analysed clearly from a conceptual point of view, understanding this right in its literal sense as an inalienable attribute of the person which grants him/her the independence to do or decide whatever he/she deems convenient, without distinction of any social circumstance, as it is a condition of the human being, which, as mentioned above, is inalienable. From a legal point of view, freedom is understood as the faculty or power to act according to one’s own criteria within the framework of the Law4 (Fernández, 2018: 267-294), whether it is exercising one’s preferences or wandering. The doctrine5 (Lasarte, 2019: 23), emphasising from the legal point of view, warns that “the existence of the rule of law is evidenced in the recognition of the freedom of citizens, in terms of the free will that is an inherent attribute of the human person and that every legal system must accept as a presupposition”, thus making clear the concept of freedom as the capacity of all human beings to choose according to their preferences, will and desire as a quality of the human being.

Public Administration is the set of actions and procedures of a State as a consequence of the management of services aimed at protecting the general interests of its citizens, and these actions must be established by Law (Supreme Court Ruling of 18 March 1993). In relation to the Spanish State, as an example of the use of e-Government and from its most supreme legal sphere according to the Spanish Constitution, Article 103.1, Public Administration is understood as the set of hierarchically organised bodies that objectively serve the general interest. It recognises as objectives those established by law and the rest of the legal system, according to article 3.3 of Law 40/2015, of 1 October, on the Legal Regime of the Public Sector6 (hereinafter Law 40/2015). This Law sets out the general operating principles in its explanatory memorandum, among which the following stand out: efficiency, coordination, decentralisation, hierarchy, submission to the Law and to the Law. Throughout the text, it insists on the effectiveness and efficiency of its management towards those who are administered. Similarly, Law 39/2015, of 1 October, on the Common Administrative Procedure of Public Administrations7, refers in its text to the effectiveness and efficiency in the competences of these towards the Public Administration. In its explanatory memorandum, it highlights the need for e-government to better serve these principles, saving costs for citizens and companies and reinforcing their guarantees. It also adds that through e-government, transparency obligations can be better fulfilled as it offers agile and up-to-date information to interested parties.

Having recognised our basic concepts, the right to freedom and Public Administration, it is their interaction that will determine the meaning of this work.

It is inexcusable to begin our legal journey of freedom protection with the Universal Declaration of Human Rights (UDHR), adopted by the United Nations General Assembly in Resolution 217 A(III) of 10 December 1948 in Paris. This instrument was created with the aim of protecting human rights, especially those harmed by the wars that had been taking place, particularly during the Second World War. A pioneering document of international importance in the protection of human rights was drawn up, based on the recognition of human dignity as the basis of the most essential human values such as freedom, justice and peace, as established in its preamble.

Subsequently, the International Covenant on Civil and Political Rights (ICCPR), approved by the United Nations General Assembly in Resolution 2200 A (XXI) of 16 December 1966, was adopted, and its preamble is in line with the principles of the United Nations Charter, defining freedom as the basis for the recognition of human dignity (Article 9).

Following a process of democratisation of the States, freedom is recognised at the European level through the Charter of Fundamental Rights of the European Union, approved in 20008. In its preamble, freedom was highlighted as a general situation inherent to every person (a personal right) and was recognised as an inalienable value of the Union, the basis and axis of the rights that make up human dignity. Although in the beginning it was only considered to be of a moral nature, as a declaration of principles, over time it was incorporated through documents with binding force thanks to the will of the States.

With the approval of the Treaty of Lisbon, after the failed European Constitution, Article 6.1 of the TEU maintains the recognition of the Charter, giving it binding legal value. It is in this text that the rights, freedoms and principles of the text are given special recognition on the same level as the Treaties in the Community context.

However, when we speak of rights, in this case that of freedom, their recognition is a constant in all European legal texts and in a significant majority in the rest of the world, and even more so, as already mentioned, on the basis of the International Declaration of Human Rights.

As a second part of the binomial good administration, it is important to highlight that the generic concept and a standard of behaviour had already been forged in past decades. This can be seen in the judgement of the European Court of Justice of 18 October 1989 on the protection of competition in administrative proceedings. This already contains some reference to the good performance of the Public Administration, arguing the right of defence of any procedure when it may result in an act that is harmful to a person. This becomes a fundamental principle, and the notion of good administration as a generic concept is developed through European jurisprudence9 (Ferreiro, 2015: 42-429).

However, the obligatory nature of good administration of the States in their internal functioning stemmed from the Charter of Fundamental Rights of the European Union as the first identification of a European fundamental right10 (Tomás, 2004: 179). Its motivation, the guarantee of protection of the fundamental rights of citizens through the obligation of the Public Administration to behave appropriately. It should be added that Article 41, the right to good administration, is recognised in the category of fundamental rights. It is essential to highlight this recognition, as it is the subject of this study, which limits the exercise of the Public Administration in favour of the right to freedom. This recognition was postulated as the first of all national and international legal instruments on human rights11 (Ferreiro, 2015: 423-435) where it includes both concepts, freedom-good administration.

At this point, and after joining the previous issues, good governance appears in the European context in the approach of ICTs in its management and communication with citizens. E-government began as a Community commitment from the Council of Europe, with the aim of taking advantage of the possibilities offered by new technologies. The commitment can already be seen in the year 2000, at the Lisbon Summit12, when it was proposed through the eEurope programme13, to turn the EU into the strongest power of knowledge through Internet connection.

In 2001, the European Commission, in its White Paper, defined European Governance14 as the set of rules, processes and behaviours that affect the exercise of power in Europe in terms of accountability, effectiveness, coherence and participation15 (Garrido, 2020: 115-140).

A few years later, in 2004, the Organisation for Economic Co-operation and Development (OECD)16 published a study “eGovernment: An Imperative”, where” it highlighted the achievements of the implementation of eGovernment in relation to the savings generated by eGovernment and its efficiency. At the same time, the Committee of Ministers adopted a Recommendation on democratic governance highlighting the benefits of eGovernment as a non-technical issue, emphasising that this transformation meant a considerable improvement in Public Administration service to citizens.

A year later, in 2005, the eEurope 2005 Plan17 was approved at the Seville Summit with the objective of creating an electronic environment. On 25 April 2006, the European Commission launched the eGovernment Action Plan18, also known as e-Goverment or e-Government (as part of i2010), setting out a roadmap for the development of eGovernment. This marks the start of the EU’s information society through three key pillars: achieving a single European information space, strengthening innovation and investment in the field of ICTs research and achieving an inclusive information society. An itinerary constituted as an improvement in public services and their quality, seeking efficiency through the use of new technologies as a determining economic factor in a coherent and sustainable way.

On 12 December 2006, Directive 2006/123/EC was approved with the aim of making it compulsory for Member States to facilitate the electronic means necessary for access to procedures related to service and information activities.

In 2014, the OECD19 published a document with Recommendations for the development of Digital Government Strategies. This document established 12 guidelines to be taken into account in the development of digital administration strategies, with the aim of bringing them closer to citizens and companies by making use of new technologies, as they were already widely rooted in society.

However, all of the above was only a sample of the large number of international and EU instruments that supported and encouraged the use of electronic media for their unquestionable benefits in the application of good governance. However, we cannot forget that the main objective is the establishment of a new channel that facilitates the efficiency of the Administration in the exercise of its competences, as a modern public service20, which helps citizens in their access to the improvement of public services and the general interest. Under no circumstances may its use entail a reduction in the rights of any group, nor an obstacle to the exercise of citizens’ rights.

With the legal development of both concepts, they are modelled in favour of their efficient convergence, especially in the respect for vulnerable groups, the elderly and people with disability, in the exercise of their rights and the actions of the Administration in good governance. The aim is to reconcile the rights and freedoms of citizens with the agile and efficient development of administrative power, placing its actions at the service of the general interest.

4. PUBLIC ADMINISTRATION IN THE USE OF NEW TECHNOLOGIES

    4.1. e-Government: principles, characteristics and objectives

From a physical point of view, it is necessary to start from a clear premise in communication, and even more so if we are dealing with a Public Administration. In order to achieve effective communication, a multitude of key factors must be present and a series of elements must be involved: a sender who sends the specific message; a receiver or individual in charge of receiving that communication; the message, information or data transmitted by the sender so that the content is understood in a fluid and effective manner; a channel through which the message is transmitted; and the code, as a fundamental element for it to be easily intelligible. Well, if this is the case, we must bear in mind that, if we change the channel, the Internet, we must ensure that all recipients have the capacity to understand the information transmitted, and this is exactly what is happening with the introduction of ICTs in Public Administration. In order to introduce any change in the means or channel of communication between citizens, the Administration and its effective communication, we must bear in mind that the Administration must check that the channel is appropriate. It must also guarantee effective two-way communication between the parties, to all the citizens it serves. This implies digital updating in both directions, administration-citizen, both because they have the appropriate technical resources and, above all, because they are competent in terms of their digital capacity to ensure an effective process.

From a legal point of view, e-Government is understood as a new technological system based on information and communication through ICTs, with the aim of achieving an agile Public Administration, safe for everyone (according to Law 39/2015) and reducing institutional expenditure. In order to achieve this, it is essential to check the means or channels used by the recipient to whom it is addressed and according to Law 40/2015, for the effectiveness and efficiency of its operation and compliance with the Law and the law. Likewise, the Public Administration must ensure that the changes applied do not undermine any fundamental right. Special care should be taken in the case of fundamental rights such as the right to freedom, and even more so in the case of people with disabilities or the elderly (especially vulnerable due to lack of economic and technological resources or lack of digital literacy). It is imperative that Member States, in the spirit of transforming and updating their management environments, are able to integrate these new communication models in a space accessible to all. It is imperative that the new communication models meet the optimal requirements for their reach to cover all citizens on an equal footing. While it is true that the aim is to move towards the economy and efficiency of communication processes, we must not forget that the tools applied through ICTs can, depending on the users, lead to a situation of confusion, isolation, dependence and, in some cases, to the violation of some rights. These tools may still not be the most appropriate for vulnerable sectors of the population, and may generate a significant digital divide and harmful consequences. The digital disability divide is understood as exclusion21 (Area, 2002: 64) and a barrier to social participation that causes a situation of inequality. This situation is on the rise and has an asymmetrical situation with technological development between the regions of the world, deepening inequality. The lack of access to ICTs produces deprivation of possibilities directly related to job insecurity, unemployment, and a bias in the distribution of wealth22 (Vicente, López, 2005: 43-57).

We cannot ignore the obvious, that the use of information and communication technology represents a great advance in the optimisation of resources in public management, a saving of resources and an agile operation. But neither should we forget the subjective element of this new communication channel, the citizen and his or her heterogeneous social circumstances. Not all citizens have the same technological, economic or digital literacy resources23 (Martínez and Estévez, 2021: 3). Faced with such a diversity of situations, the Public Administration must foresee the obstacles that arise with the transformation of its e-government based on ICTs, i.e., the automation of procedures and services as the only means of access. As a relevant experience in this automation process, it is worth highlighting that during the covid-19 health crisis, the use of new technologies as the sole channel of communication in a multitude of procedures with the Administration increased exponentially. This new inclusion generated significant dysfunction in the older and population with disability due to a lack of preparation for the change that was occurring at great speed and which, curiously, was introduced as a protective measure to avoid contagion through personal contact.

In view of the above, the criterion implemented during the pandemic has been maintained to date in many procedures as the sole means of access to the Public Administration. A key telematic procedure that has been implemented and has been in place since covid-19 has been the medical appointment procedure via telematic platforms. This system of access has generated, in the elderly and people with disability, an increase in dependence on their relatives and friends. The cause, in most cases, is the lack of resources and/or digital knowledge necessary to carry it out autonomously, generating discomfort, uncertainty and anxiety.

The introduction of ICTs in Public Administration must take into account a series of basic elements for its effective implementation. In addition to the channel used, as mentioned above, it is essential for users to have the necessary digital literacy in the use of the tools, as well as optimum knowledge of the code used. The analysis of the social groups at which the implementation of new technologies is aimed will favour their effective achievement: age, disability, training, technological and economic resources. It should also be taken into account that the platforms should be simple in order to generate trust and security; an intuitive interface that invites their use; standardisation of portals with single windows for all Public Administrations from a single platform for carrying out all formalities. It is essential to eliminate barriers that duplicate procedures, records and, thus, uncertainty24 (Rodríguez, 2004: 1-23), complexity and lack of knowledge of the use of these new tools. In short, to establish a telematic environment accessible to all and respecting their freedom of choice.

Consequently, the elements that e-Government must have for its correct implementation and taking into account that it is at the public service of all citizens and that, a priori, it is heterogeneous, are: a suitable digital receiver and transmitter connected to an efficient, intuitive and accessible communication channel at the service of all; that the code used is simple to use and provides security for citizens; that the procedures used are flexible, avoiding the imposition of a single means of access, the technological one; that it provides a secure environment that guarantees the protection of citizens’ data; that it is free to use; and finally, that it constitutes a “single window” for intercommunication with the different Public Administrations, in general terms.

If e-Government with ICTs meets the minimum standards that enable accessibility for all citizens in their diversity, good governance can be carried out securely and guaranteeing the rights of all25 (Gascón, 2021: 80-108). Likewise, the appropriate integration of ICTs will promote a comprehensive cultural and technological change, in accordance with the demands and needs of the citizens it serves. We must not forget that the establishment of new means of communication and access to Public Administration through new technologies must be inclusive for all, especially the most vulnerable. We must be aware of the technological reality of society so that progress, in this new innovative process of access, meets the intended objective. If this is the case, the citizen will find himself/herself covered by the guarantees of the new instruments of administrative services that improve and protect their lives. Without forgetting that the fundamental principle of the use of ICTs in Public Administration is to guarantee free access to all citizens through e-Government, integrating a two-way, clear, agile and efficient communication, as well as respecting the freedom of citizens in terms of the choice of its use, as established in the explanatory memorandum of Law 39/2015.

    4.2. Legal regime for citizens’ relations with the Public Administration through ICTs in Spain

In view of the issue at hand, it is inexcusable to combine the right to freedom inherent to every person (elderly and people with disability), good governance and e-Government as a form of action that promotes and fosters the principles of all Administrations. As indicated above, the European Charter of Human Rights already indirectly includes electronic access, and it is therefore imperative that its implementation be carried out within the necessary legal framework. A framework that facilitates the establishment of the technological instruments used to achieve the most important constitutional objectives, which guarantees the freedom of all citizens in conditions of equality, free respect26 and preservation of the integrity of their rights (Arenas, 2011: 99).

The main challenge in the use of ICTs in eGovernment is the preservation of citizens’ personal rights based on the configuration of good governance27, through the use of new technologies. Actions based on the principles of citizens’ freedom, efficiency in the management of their competences, flexibility in access and proportionality in their actions. In short, the use of ICTs must always and in any case adhere to the principle of legality as a guarantee for all citizens in the exercise of their freedoms28 (Aragùas Galcerà, 2012: 109-139).

We must not forget that distrust of the use of new technologies is a reality in certain sectors of the population (the elderly and people with disability) and their lack of knowledge can be an obstacle. If the Public Administration, when using the new technologies, detects that the recipients lack adequate training, thus creating a digital divide, they should eliminate their implementation as soon as possible. The new tools will be incorporated prudently, by observing the ICTs integration times of the most distrustful citizens in their use, adapting the necessary means to respect their freedom of choice to the medium they consider to be the safest (analogue or digital). The reality is that there are fears and misgivings about their use due to possible risks, causing uncertainty and anxiety as a result of a lack of knowledge of the new technologies.

It is inexcusable that the introduction of new technologies be governed by regulations that ensure the preservation of the constitutional guarantees of citizens in their relationship with the Public Administration. This can be seen in the Spanish Constitution of 1978, in Article 9.3, which expressly prohibits the arbitrary nature of the Administration; in Article 31.2, regarding the need to allocate public spending fairly through criteria of economy and efficiency; and in Article 103.1, which establishes that the Public Administration must objectively serve the general interest through the principles of effectiveness, hierarchy, decentralisation, deconcentration and coordination, with full submission to the law and to the Law. The use of e-Government in the constitutional text is recognised in Article 18.4, on the application of information technology; in Article 9.2, when it assigns public authorities to promote conditions of freedom and equality in a real and effective manner, guaranteeing minimum principles of action by the public authorities of legality, security, responsibility, etc., as well as the aforementioned rights. Therefore, citizens’ right to freedom of choice in their dealings with the Public Administration cannot be circumvented while there is any hint of a digital divide in society. The law that introduces telematic innovations as a consequence of the modernisation of the system of good governance, cannot establish a limit for the administered and in no case can it restrict in any way the exercise of their rights or simply create obstacles.

Consequently, e-Government was introduced four decades ago with Law 30/1992 of 26 June 1992 on the Legal Regime of Public Administrations and Common Administrative Procedure29 (now repealed). Already echoing the involvement of new technologies in citizens’ relations with the Administration, Article 45, on promoting the use and application of new technologies, considered the Administration’s use of computer and telematic means to be appropriate for exercising its powers, allowing citizens to interact with the technical means at their disposal. Article 38 also provided for the computerisation of registers and archives. This incorporation materialised with the aim of extending communication facilities with citizens.

In addition, Law 24/2001 of 27 December 2001 allowed for telematic registers, both for the entry and exit of documents and the receipt of applications. It allowed interested parties to be notified by this means, if the citizen so indicated or consented to it as preferential.

Subsequently, the General Tax Law in 200330, allowed for electronic notifications and automated administrative action. In its explanatory memorandum, it reflected for the first time the importance of the use and application of electronic, computerised and telematic techniques and means by the Tax Administration. In Article 60, it already contemplated it as a means of payment; in Article 87, as a means of communication and information actions with the citizen; as social collaboration in Article 92 and a long list of other situations that invited participation through electronic means.

Law 11/2007, of 22 June, on citizens’ electronic access to public services, went a step further by allowing citizens to interact by this means, incorporating in their systems the provision of the appropriate means to do so. However, this electronic communication was still subject to the voluntary nature of the users, but it represented yet another alternative channel, a facilitating channel that would help in the management of procedures, a saving for citizens and a reinforcement of their guarantees. The provision was proposed as an advance in the services that the Public Administration offered to citizens, providing agility in the processes and preventing the formalities for citizens from being cumbersome. According to the explanatory memorandum, this Law was developed out of a concern to adapt the means of access to the Public Administration to the current times. There is no doubt that new technologies should be introduced due to the great contribution of advantages and possibilities of the information society, as well as the configuration of a modern Public Administration increasing its principles of efficacy and efficiency as the inspiring axes of the electronic access process.

However, what all the approved provisions really constitute is the provision of adequate and modern telematic means of access to the Public Administration. They also imply the incorporation of instruments that facilitate efficient, flexible and agile communication for citizens, as well as the promotion of adequate information for citizens as a means of guaranteeing their rights; but nothing is established regarding the obligation for citizens to use the electronic medium, as this implies a significant investment. This transformation will undoubtedly require not only economic resources, but also personal resources for digital literacy, which could generate a problem of accessibility for some of the most vulnerable groups, such as the elderly and people with disabilities, if the use of new technologies becomes compulsory.

According to Law 11/2007, of 22 June, on citizens’ electronic access to public services, the main objectives of the use of e-Government include: reinforcing the principles of effectiveness and efficiency; cost savings for citizens and companies; an increase in their guarantees; and an increase in transparency in the provision of information to citizens in an agile and up-to-date manner. This is a laudable intention as long as the telematic access channel between the citizen and the Public Administration is guaranteed for both parties. In view of the possible lack of coordination in the use of the new telematic media, Law 11/2007 created the figure of the User’s Ombudsman, with the function of attending to citizens’ complaints and suggestions to improve relations through electronic media, constituting an irreplaceable aid for the expansion of electronic culture among all.

Despite the kind intentions of all institutions, both national and EU, the integration of this new means of communication, based on electronic and telematic resources, has caused a problem of regulatory dispersion due to the multitude of provisions that regulate it. The clear example, according to the explanatory memorandum of Law 39/2015, is the approval of Law 17/2009, of 23 November, on free access to and exercise of service activities; Law 2/2011, of 4 March, on Sustainable Economy; Law 19/2013, of 9 December, on transparency, access to public information and good governance; or Law 20/2013, of 9 December, on guaranteeing market unity, among others. As a consequence, and with the aim of unifying criteria, Law 39/2015 and 40/2015, currently in force, were passed, where the use of telematic procedures is completely standardised and specified, responding, according to the legislator, to the social demand to make the telematic medium the habitual means of action.

Royal Decree 203/2021, of 30 March, which approves the Regulation of action and operation of the public sector by electronic means31, is justified by the adaptation of telematic procedures to all citizens based on: improving administrative efficiency; increasing the transparency of its actions by developing an electronic General Point and the Citizen Folder; and ensuring that digital services are easy, intuitive and effective when using the electronic channel.

We must not forget that the obligation to adapt to electronic media is especially focused on Public Administration as a means of streamlining and making procedures more flexible, thereby increasing the guarantees for citizens. This adaptation highlights the good will of the institutions when they modernise their web platforms by providing them with more efficient communication processes. However, this efficiency, which enables the implementation of new technologies, must make clear the freedom of choice of use for everyone, including companies, in the event of a lack of technological resources. Something that has not happened, as these and self-employed workers, among others, are already obliged to interact with the Public Administration by telematic means, thus completely avoiding any difficulty in adapting and digitally transforming themselves. This has been regulated by Law 39/2015 in its article 14.2, establishing those obliged to communicate electronically: legal persons, entities without legal personality, those who carry out a professional activity for which compulsory registration is required, those who represent an interested party who is obliged to interact electronically with the Administration and employees of the Public Administrations for the procedures and actions they carry out with them due to their status as public employees, in the manner determined by regulation by each Administration. Likewise, although natural persons are generally excluded from the obligation, those who, due to their economic capacity, technical capacity, professional dedication or other reasons, can prove that they have access to and availability of the necessary electronic means, are obliged to do so. In short, the obligation is widespread and much more so in recent times, as telematic administrative procedures have managed to establish themselves in all contexts, almost in a unique way. As a result, there is a limitation of the right of freedom to interact, whoever one may be, and in some procedures, all citizens are obliged to apply telematically (e.g. medical appointments). As a result, a digital divide is growing, especially among the elderly and people with disability.

    4.3. Inconveniences in the exercise of the rights of elderly and people with disability through e-Government

Despite the obvious advantages provided by the use of electronic media in communications and access to the Public Administration, we should not ignore the existence of dangers and consequences, both positive and negative, especially for vulnerable groups. Producing a digital divide.

In terms of the positive aspects or consequences detected in the use of e-Government, we find the following: its agility, is undoubtedly the time saving it produces for both the Public Administration and the citizen, shortening distances, enabling immediate information and communication, which is very beneficial for the administered; efficiency in terms of the reduction of resources needed to serve citizens; the availability of access anywhere and at any time; the increase in citizen participation and information; ecologically sustainable, as it requires fewer material resources; and secure, if the appropriate personal data protection measures are established32 y 33.

However, we must focus on the disadvantages that may arise for citizens in the use of ICTs with the Public Administration, with the aim of proposing solutions to protect the rights of all, especially the most vulnerable groups, the elderly and people with disability. Thus, we can highlight the following disadvantages:

• Inaccessibility due to the lack of technological resources in some sectors of the population, especially vulnerable groups. It is clear that citizens do not use or possess the same technological structural means, resulting in the imposition of the only possible access, digital access, a situation of dependence, marginalisation, lack of protection and violation of rights for those who do not have them.

• Digital illiteracy. Knowledge of ICTs is a determining factor in enabling and promoting their use. The presence of social groups who, due to age or disability, do not have it, imposes a barrier to access and a detriment in terms of opportunities and violation of their rights.

• High cost. If the most vulnerable groups receive low pensions (especially non-contributory pensioners), the provision of technological tools for accessing to e-Government will be difficult to achieve for these vulnerable groups and, therefore, to obtain an adequate ICTs integration process. According to data from the Ministry of Employment and Social Security34, the average pension in Spain in August 2022 is 1,091.28 euros. According to these data and in comparison to the current standard of living, it seems insufficient to maintain a good quality of life. We must not forget that new technologies require constant updating of applications, as a result of the research that takes place day after day, requiring more powerful equipment to avoid obsolescence and to guarantee access to the Administration’s digital platforms. Likewise, depending on the Administration, there will be a clear difference in resources that will make it possible to update them and offer suitable platforms.

• Vulnerability of personal data. The privacy of citizens is essential and, therefore, that it be protected through digital platforms, as a multitude of sensitive data is used, which can be exposed by the countless cyber-attacks, causing insecurity. To this end, various regulations have been passed to protect the privacy of users (Organic Law 15/1999, of 13 December on the Protection of Personal Data and Organic Law 3/2018, of 5 December, on the Protection of Personal Data and the guarantee of digital rights).

• High complexity. If we take a tour of the different digital platforms, we can see that some are cumbersome and not very intuitive, mainly due to the specificity of the standardised procedures. It is essential that they are simple to use, especially if they are aimed at many sectors of the population that do not have the necessary resources for effective communication with the Public Administration and whose rights may be violated.

In summary, in view of the consequences that arise from the integration of ICTs in the processes of communication and access to the Public Administration, we must affirm that the obstacles that arise can be eliminated through the exercise of respect for freedom in the use or non-use of electronic processes. The implementation of e-Government should not entail a reduction in citizens’ rights, regardless of their social circumstances. The use of ICTs imposes in its objectives the efficiency of the Public Administration and the general interest. It is essential to implement flexible procedures that facilitate the objectives of the Public Administration in the exercise and respect of citizens’ rights and freedoms, giving special protection to vulnerable groups and, therefore, always and in any case, respecting the wishes and preferences of those being administered. The modernisation of Public Administration must take the necessary time to adapt to current times and the needs of users, balancing and reconciling its implementation. This will require freedom of choice for citizens with regard to the means of communication with the Public Administration, regardless of the area in which it is implemented. There is no doubt that, with the passage of time, generations will adapt to technological means, as well as with the help of the necessary resources through the consolidation of open networks for all and the subsidising of digital media for those most in need.

    4.4. The digital divide among the elderly

Following the covid-19 pandemic, the emergency implementation of e-government communication processes through telematic media has had a negative impact on the most vulnerable sectors of the population, the elderly and people with disability. Moreover, there have been devastating consequences in the exercise of their rights due to a lack of digital competence and technological resources. This is how the digital divide35 arises, understanding the concept in general terms as inequality in access to the Internet and ICTs. The solutions to eliminate the digital divide are classified into two types, one hard and one soft: the soft one deals with the technological infrastructure and the hard one with the starting point of the divide, the social and economic bias of the elderly and people with disability. The latter is more complex to eliminate because it is in turn integrated by different variables: economic, chronological, countries, gender and personal circumstances of each citizen36 (Almenara, 2008: 15-43). According to sources, this circumstance is caused by the heterogeneity of the implementation of telematic resources derived from social imbalances at a global level. It is estimated that it affects 52% of women and 42% of men in the world37; a bias that does not occur continuously at a global level, as it will also depend on the economic and technological level of the world’s regions, since according to the Word Stats source as of May 2020, the African continent would have a much lower level of connection, around 39.3% compared to 87.2% of Europeans and 94.6% of North Americans.

There is undoubtedly a profound difference at the global level. These data show us the great technological divergence between one country and another, so that digital literacy is still in a process of consolidation through the promotion of progress, in search of a balance between the States in the different areas of society, educational in terms of technological training, economic in terms of the necessary structural and social resources, and ideological in terms of promoting the integration of all sectors of the population on an equal footing.

From the EU point of view, if we compare the digital divide in Europe by age or disability, this gap is even more accentuated. The Director General of the IMSERSO38 in Spain expressly recognised this issue as a concern for defending the rights of the elderly, showing his interest in correcting it. Such is his recognition that the IMSERSO website39 already includes an action related to the equalisation of the digital problem with the elderly, “ICTs accessibility space”40. In this section of the portal, there is a series of services aimed at training older people in the use of technologies and their approach through tutorials on the use of ICTs, online and face-to-face courses, useful advice on digital tools, etc. However, in order to reach this point, older people need to have the previous technological resources (PC, Smartphone, tablet), as well as the minimum knowledge of digital literacy to be able to understand the section. It is difficult to learn about the development of a new medium through it if we do not know how to access it due to a lack of basic digital skills. The idea can be very useful, but it is essential that the beginnings are carried out face-to-face in order to be effective. Likewise, a programme is currently being carried out in Spain “levanta la cabeza” through private institutions41 (Atresmedia), with the aim of integrating the elderly in the use of ICTs.

According to a study in Spain on the digital divide in ageing, 73.3% of older people between 65 and 74 years of age would be using the internet by 2021. The increase of the connected population is considerable, as in 2006 the percentage was 5.1%, according to the National Statistics Institute (INE) in the “Survey on Equipment and Use of Information and Communication Technologies in Households”. However, thanks to the health pandemic of 2020, its use has grown exponentially due to the needs that have arisen and, consequently, the digital divide has evolved favourably, minimising its percentage among people of age42 and/or disability.

Analysing the oldest age group in depth, we can see that those over 74 years of age have not been included in the study, so that the results, if they had been included, would be less satisfactory. We can also observe that life expectancy at birth in Spain is 85.4 years for women and 80 years for men for the year 2020, according to the INE43. This is a similar average in the EU environment, although somewhat lower, denoting a considerable percentage eluded that generates fictitious results in the participation of the elderly in ICTs. And this is so because if we consider 83 years as the average life expectancy at birth in Europe and add the assumption that only the age range up to 74 years has been analysed, we detect that there are about 9 years undetermined in the survey on access to digital skills. This lack of study of people aged 75 and over would lead to a higher average digital divide, since they either have no access or only minimal access, as it has been ignored. If this age/disability group had been taken into account, it would mean a considerably lower percentage in the use of new technologies, giving rise to a clear consideration of the digital divide by age and disability.

In the survey on the internet use during the last three months, according to the INE44 in 2019, the question was clarified a little more: 90% of young people between 16 and 64 used the internet in the last three months, 63% of people between 65 and 74 years old and, finally, 23% of people over 75 years old, clearly showing the digital divide by age and disability. In terms of gender, according to the same source in the 2021 survey of at least one computer literacy, for those under 65 there was no apparent difference, however, in the 65-74 age group, 45.8% of men compared to 33.2% of women, clearly showing the gender digital divide. The age group over 75 years has not been collected, but according to the trend, it is very likely that the difference is even more pronounced. In short, the digital divide is a fact among the elderly and people with disability, and much more so among women.

5. E-GOVERNMENT AND ELDERLY AND PEOPLE WITH DISABILITY IN A GLOBALISED WORLD

ICTs have played a fundamental role in the phenomenon of globalisation, however, not all countries are in the same process of modernisation and development. This is why the global repercussion of the digital divide will be at different levels, depending on a multitude of elements, including their economy, social and technological development index and, obviously, their political and cultural factors that favour or do not favour change. And even the location factor, within the same country, could have an influence, and this is due to the existence of places that are not digitised, despite the technological progress of the country45 (empty Spain) (Colom, 2020: 352).

In Europe, in 2020, the Commission produced a document entitled the “Digital Economy and Society Index46 (DESI)” analysing the overall performance of digital competitiveness in its environment. Its results are very encouraging, especially in the wake of the health pandemic that exponentially boosted the use of digital technologies immediately. According to the report, among the most digitised countries were Finland, Sweden, Denmark and the Netherlands, including them as global leaders. They were followed by Malta, Ireland and Estonia. It should be noted that Ireland has had the most successful digital transformation in the last five years, followed by the Netherlands, Malta, and Spain, performing above the European average. The paper noted that the human factor and its digital skills were essential in this digitisation process. It considered that, if these factors were adequate, they would inexcusably favour an efficient communication and information system between citizens and the Public Administration and, in general, with the digital transformation of society. Likewise, the digital skills of the European population were analysed at a global level, with the result that 42% of the European population lacked the minimum digital skills. In terms of the use of digital public services, e-government and e-health, 67% of the European population was recognised as using these services, with Estonia, Spain, Denmark, Finland and Latvia standing out in this respect.

According to the “Global Information Technology Report” published by the World Economic Forum, in partnership with the World Bank’s development programme (InfoDev) and INSEAD Business School, Finland is the world’s leading country in ICTs deployment, as a result of the assessment of 82 countries47. The report produced a Network Readiness Index (NRI) revealing that the US had fallen to second place due to its inadequate ICTs diffusion, in contrast to Finland, which came first. The United Kingdom came seventh, Denmark eighth, followed by Germany in tenth place and the Netherlands in eleventh. Other EU countries were also well ahead, such as France in 19th place, Spain in 25th place and Italy in 26th place.

Given these circumstances, it is essential to differentiate between two determining factors: the technological level of a country and the implementation of ICTs in e-Government, as this does not necessarily imply that they are on a par, since there are considerable differences between some countries and others. In the UN study on “United Nations e-Government” published on 6 August 2020, from the 193 UN member states, Estonia together with Denmark and the Republic of Korea top the list of countries with the highest “e-Government Development Index”48, with Estonia ranking first in e-participation index worldwide. It adds that Estonian citizens do all their business online, except for getting married, getting divorced and buying and selling real estate. So remarkable is Estonia’s digital resilience that it has pledged to help 130 countries online, including Japan and the US49, to bridge the digital divide by providing solutions through the e-Estonia Briefing Center.

In addition to Estonia, which is in first position, according to the ranking established by the “e-Participation Index” at world level, we find in the first positions: Republic of Korea, USA, Japan, New Zealand, Austria, Singapore and UK. The reason is conclusive, the direct consequence of the incidence of the covid-19 pandemic. The explanation is obvious, the urgency that occurs at the time of confinement and to avoid as much as possible the suspension of citizens’ rights, causes the use of the necessary tools from all fronts, economy with e-commerce and the digitisation of the public sector. Not exempt from problems due to its immediate implementation, the serious incidence of the digital divide for many citizens is once again emerging, being even more pronounced in the most vulnerable sectors of the population, the elderly and people with disability. The International Telecommunications Union highlighted the existence of people who do not have access to technology, which puts them at a disadvantage compared to others who do. Thus, its discourse was oriented towards detecting the problem of access, based on the difference between those who know how to use them and those who do not. Although there are a large number of people who know how to use them and have the resources to do so, there is also a percentage who do not. Furthermore, he added that among those who do not, the majority were older people and people with disabilities because of their greater degree of difficulty and because they are not taken into account50 (Bermúdez, Sevilla and Sánchez, 2014: 489-498).

However, at the global level and depending on their technological capabilities, most countries are keen to further implement eGovernment through innovative initiatives. Efforts will focus on removing the technological barriers that may arise between citizens and government, being aware of the very unequal access situation. However, despite the difficulty, the goal of digital transformation is a fundamental part of sustainable development in many countries51. As an analysis that clearly shows the current situation, the “E-Government Survey 2020” highlights the key points that it detects as problematic in the application of ICTs. Among the most important points: the absence of benefits, the existence of barriers due to lack of understanding of data, limited resources, concerns with data quality, security and privacy, including finally the requirement for a long-term approach. This leads us to conclude that despite the efforts for the efficient integration of ICTs in e-Government in a globalised way, serious dysfunctions are detected, depending on the country and its development, with citizens due to a multitude of factors, but especially due to the lack of resources, both technological and those derived from digital competence.

6. CONCLUSIONS AND PROPOSALS FOR IMPROVEMENT

To conclude, this study has been based on the protection of the rights of elderly and people with disability in their freedom of choice in the form of access to Public Administration procedures through e-Government. It has analysed the consequences of the incorporation of e-Government on a regular basis in all areas of life, transforming society in the use of ICTs and much more, since the covid-19 health pandemic. While it is true that new technologies play a fundamental role in the development of society, it is also true that, if the processes of incorporation are not adequate, they can cause a marked digital divide, especially in the most vulnerable groups, as observed in the data.

Despite the advantages of the incorporation of ICTs in information and communication processes, we cannot forget, as has already been developed throughout the text, that the obstacles can produce devastating consequences in groups that are not yet prepared for it, either due to a lack of economic or technological resources, or due to the new technologies introduced in the information and communication processes. Likewise, it is a reality that promotes a large number of advantages for the citizens of the world, but it should be highlighted that its exclusive use can lead to the violation of citizens’ rights, especially those of older or with disability citizens due to a lack of adaptation to the environment, either due to a lack of technological, economic or even social resources.

After noticing the obstacles that occur in the procedures and access to e-Government for the elderly and people with disability, it can be seen that society is not yet ready for digital communication as the “only” system for information, communication and access to administrative procedures. It is imperative that the right to freedom to choose how to access Public Administration is maintained, that the implementation of eGovernment is an opportunity for citizens to improve their lives and not just an aid to speed up the administration’s procedures. It is necessary that citizens’ rights remain intact through respect for the freedom of the individual in achieving his or her effective integration in all areas of community life.

As a result of this work, the following considerations are proposed:

Firstly, the maintenance of analogue processes of access to the Public Administration for all citizens and even for companies, so that their right to freedom is thereby fully respected. The absence of digital skills or technological resources should not be an obstacle to communicating with the Public Administration. As we have already seen, e-government is a mechanism that increases the efficiency and effectiveness of the actions of the administration at the service of citizens. It is essential to give citizens and companies with limited resources the freedom to interact with the Administration in the most advantageous way for them, until time incorporates the necessary digital training for all. If the two systems of access are maintained, both for citizens and companies, respect for citizens’ rights will be guaranteed, and even more so for the elderly and the people with disability.

Secondly, it is proposed to implement a technological support service for citizens. In the offices of the Public Administration and through the principle of proximity, it would be advisable to incorporate a physical support person nearby, a support person in each territorial entity to serve as a bridge for accessing to new technologies. This figure would be a great help for the age and disability groups, as, in addition to providing support, he or she would promote a training link for citizens lacking digital literacy (proposing ICTs courses, tutoring access, etc.). The presence of a person close to the Public Administration will provide security for citizens with access problems and a lack of digital literacy and economic and technological resources. This personal assistant, located in each Public Administration register, would have the competence to support people who need it in their procedures, with the aim of alleviating their anguish, clearing their doubts and providing them with guarantees in the exercise of their rights without any obstacle whatsoever. Preserving the freedom to choose the means of communication with the Public Administration does not entail any added cost, since until the introduction of ICTs this had been done in an analogue manner. However, granting freedom of choice would be a gesture of respect for the diversity and freedom of citizens, regardless of their age or disability.

Public aid for accessing to technological resources (pc, tablet, free software, etc.) as well as for internet services with more economical fees based on age, internet vouchers. Open wifi access in public centres financed by local entities, as new technologies must reach everyone as services of social interest52 (SIG). From here we propose to go further and consider it as a service of general social interest53, due to its necessity and repercussion on the population worldwide, so that everyone has access to digital information and communication regardless of their economic circumstances. If we are in the age of communication and information at a global level, it is logical that everyone should have the possibility of accessing to knowledge by having the appropriate resources, since the treasure of a people is its education and culture54 (Delors, 1996: 46).

To conclude, after this study, it is indisputable to highlight that the citizens’ right to freedom must remain unscathed in the face of any social transformation, even when the integration of change is in favour of improvements in the Public Administration system, since its objective is to be at the service of the citizens. It is inevitable that the technological changes that have taken place in recent decades will generate some dysfunction, and even more so due to the urgency of their implementation. However, processes must be adjusted in order to find solutions for all citizens, especially for the most vulnerable sectors of the population, the elderly and people with disability. We must not forget that progress must always go forward with all citizens, respecting differences, social circumstances and especially our right to freedom.
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